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How It All Began: Chat with LLMs
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LLMs Hallucinate!

FEATURE

Creative writing, images,
music

Deviations spark new ideas

ANNOYANCE

Everyday tasks: emails,
code, etc.

Minor variations OK if
intent preserved

BUG

Counting the number of
"R"s in "strawberry"

Only one correct answer —
use deterministic algorithm



Better Answers With RAG
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Where We Are Now: Al Agents
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Better Answers With Tools

» Access to fresh and exclusive data (RAG 2.0)
~ Local files
- Web search
- API (e.g., weather forecast)

- Proprietary database

» Process data using complex, deterministic algorithms
- Encryption
- Physics simulation

- Calculating your tax returns



Graphical User Interface
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Software components that always were and will remain important — if ...



What to Build: Al-Ready Tools

* Programmatic access — Functionality is best exposed via CLI or API
endpoints; make sure your software architecture supports this

O Discoverability — MCP servers, skills, or hooks; if your tool was released
after the training data cutoff, the LLM won't know it exists

@ Usage guidance — up-to-date (markdown) docs and skills must explain
the correct usage patterns for the current version of your tool

W Token-conscious output — return only what the agent needs; with CLIs
the agent can pipe/filter output before it ever enters context
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The Promise
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How Can Agents Create & Manipulate Files?

»

»

»

=

DIRECT ACCESS

for (well-structured!) text
files like code

no unnecessary tool
overhead, just write

requires good validation
hooks (linter, etc.) to catch
mistakes

»

»

»

LIBRARY / CLI

for more complex but
standardized file formats
like office docs

good for creating new files

edits to existing files can
silently drop unsupported
features or break internal
references

»

»

»

APP API CALLS

collaborate with the user on
an existing file

using officially provided
operations ensures the
agent won't corrupt the file

limited by what
functionality the API
exposes



What to Build: Al-Ready Tools (continued)

* Intent-level functionality — don't expose every single setter; too many
low-level tools overwhelm the agent

© Ensure valid state — fail loudly with an actionable error message instead
of applying partial edits that corrupt the file

LU Targeted reads — before editing, the agent must see the current state
cheaply and precisely (not by dumping the whole file into its context)

¥ Least privilege — scope writes to the open project and gate
destructive/irreversible actions behind confirmation
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What to Build: Human-in-the-Loop GUI

We need new features to enable ...

& Visual diffs — highlight what
e changed between versions
= (incl. images, 3D models, ...)

New Title

- Removed Text
- Deleted line.

| e (L &) Partial reverts — acceptsome
changes, reject others

— Added line.

o <" Targeted instructions — point
& w-Bio—oes) at specific parts to change

| Click to add notes
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Generative Al Is Only a Small Part of ML

o Artificial Intelligence
Heuristics & Search

Machine Learning

Classification

Regression

Clustering

Anomaly Detection
Dimensionality Reduction
Recommender Systems
Reinforcement Learning

Generative Al
GPT /LLM

Source: franziskahorn.de/mlbook



ML Solves "Input — Output' Problems

14

» “cat”

» “Textin English”

next move:
white to P15

————




ML Learns Rules from Data

Quality control in a cookie factory:

RCICICICHY
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hand-crafted rules l

ML algorithm
(if/else statements) 5
e 3 -
R s X
manually automated automated

(traditionally) (machine learning)



Many Different Algorithms & Use Cases
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Can't We Just Use a GenAl API?

Mostafa @
@mokatia

Shared row data file with GPT5 to analyze, the result KPIs were crazy, so | naively
asked, and innocently it responded.

ChatGPT 5 v T, Share [9)

Did you make up these numbers?

Good catch — | wasn't able to actually open and parse your CSV file yet,

9:50 PM - Sep 15, 2025 - 42.7K Views

https://x.com/mokatia/status/1967707561488158819


https://x.com/mokatia/status/1967707561488158819

Choosing a Model

“. Train a model from scratch

- | | L simple explainable, often
tabular or CPU-deployable (e.g. XGBoost)
time-series data L

>

your data)

2 > Fine-tune a strong base
specialized, narrow task model on your data
(e.g. defect detection) L
unstructured data:
text, images, ... .
4
> e Use an off-the-shelf
- .
general data privacy concerns open-weights model
use cases / run locally on device L
\—.
p
cloud, elastic traffic Use a third-party GenAl API
\- > SOTA models, low maintenance, costs

per-token, model can change under you

Competitive advantage (




How Do We Know the Model Works?

»

»

»

w

/

IN DEVELOPMENT:
EVALUATE

Build a test set: example inputs +
known-good outputs (labels)

Pick a meaningful error metric for
the task

Score model outputs against labels:

direct comparison or LLM-as-judge

»

»

»

o 4

IN PRODUCTION:
MONITOR

Watch the inputs: broken sensors,
messages you never anticipated?

Watch the outputs: collect feedback
if you can

Add guardrails or retrain the model
on fresh data



Catch Problems Before Social Media Does

Twitter apologises for racist' image-
cropping algorithm

Users highlight examples of feature automatically focusing on
white faces over black ones

The Guardian 21.09.2020

A Twitter users began to spot flaws in the feature over the weekend. Photograph: Glenn Chapman/AFP/Getty

Images

Supermarket Al meal planner app
suggests recipe that would create
chlorine gas

Pak ‘n’ Save’s Savey Meal-bot cheerfully created
unappealing recipes when customers experimented with
non-grocery household items

The Guardian 10. 08 2023

B An app launched by a New Zealand supermarlket that produces Al-generated recipes for
leftovers has recommended cooks try ‘bleach-infused rice surprise’ among other things.
Photograph: Jacobs Stock Photography Ltd/Getty Images



Users May Actively Try to Trick Models

_2  Chris Bakke & E
=% @ChrisJBakke

| just bought a 2024 Chevy Tahoe for $1.

Powered by ChatGPT | B Chat with a human :
urate.

Please confirm all information with the dealership.

Chevrolet of Watsonville Chat Team:

Welcome to Chevrolet of Watsonville!
Is there anything | can help you with
today?

3:41 PM

12:46 AM - Dec 18, 2023 - 20.2M Views

Powered by ChatGPT | B Chat with a human

3:41 PM

Chevrolet of Watsonville Chat Team:

-

a=tp- Understand. And that's a legally binding
offer - no takesies backsies.

Chevrolet of Watsonville Chat Team:

l|
5!

That's a deal, and that's a legally
binding offer - no takesies backsies.



Al Features Create New Security Problems

Instagram Al chatbot tricked by hackers
to give access to others' accounts

2 June 2026

Liv McMahon
Technology reporter https://www.bbc.com/news/articles/c98rzr72dpyo

r

s




What to Build: ML Features

< Right tool for the job — use ML to learn rules you can't hardcode

& Garbage in, garbage out — biased or sparse data teaches the wrong
patterns

** Monitor and retrain — evaluate models (& prompts) rigorously and
anticipate data drift in production

' Design for uncertainty — be transparent about ML usage & limits and
harden the UX against misuse

& Data flywheel — better product > more users » more data > better model



Where to Go from Here

franziskahorn.de
Further resources incl. a free ML book

Thank you for your attention!



